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EXECUTIVE SUMMARY  

Cloud computing is a new way of delivering computing resources, not a new technology. Computing 

services ranging from data storage and processing to software, such as email handling, are now 

available instantly, commitment-free and on-demand. Since we are in a time of belt-tightening, this 

new economic model for computing has found fertile ground and is seeing massive global investment. 

According to IDCΩǎ ŀƴŀƭȅǎƛǎ, the worldwide forecast for cloud services in 2009 will be in the order of 

$17.4bn (1). The estimation for 2013 amounts to $44.2bn, with the European market ranging from 

ϵфтмƳ ƛƴ нллу ǘƻ ϵсΣллрƳ ƛƴ нлмо (2). 

¢ƘŜ ƪŜȅ ŎƻƴŎƭǳǎƛƻƴ ƻŦ ǘƘƛǎ ǇŀǇŜǊ ƛǎ ǘƘŀǘ ǘƘŜ ŎƭƻǳŘΩǎ ŜŎƻƴƻƳƛŜǎ ƻŦ ǎŎŀƭŜ ŀƴŘ ŦƭŜȄƛōƛƭƛǘȅ ŀǊŜ ōƻǘƘ ŀ ŦǊƛŜƴŘ 

and a foe from a security point of view. The massive concentrations of resources and data present a 

more attractive target to attackers, but cloud-based defences can be more robust, scalable and cost-

effective. This paper allows an informed assessment of the security risks and benefits of using cloud 

computing - providing security guidance for potential and existing users of cloud computing. 

The security assessment is based on three use-case scenarios: 1) SME migration to cloud computing 

services, 2) the impact of cloud computing on service resilience, 3) cloud computing in e-Government 

(e.g., eHealth). 

The new economic model has also driven technical change in terms of: 

Scale: commoditisation and the drive towards economic efficiency have led to massive concentrations 

of the hardware resources required to provide services. This encourages economies of scale - for all 

the kinds of resources required to provide computing services. 

Architecture: optimal resource use demands computing resources that are abstracted from underlying 

hardware. Unrelated customers who share hardware and software resources rely on logical isolation 

mechanisms to protect their data. Computing, content storage and processing are massively 

distributed. Global markets for commodities demand edge distribution networks where content is 

delivered and received as close to customers as possible. This tendency towards global distribution 

and redundancy means resources are usually managed in bulk, both physically and logically. 

 

Given the reduced cost and flexibility it brings, a migration to cloud computing is compelling for many 

SMEs. However, the survey undertaken as part of this report (see Survey - An SME Perspective on 

Cloud Computing) confirms that major concerns for SMEs migrating to the cloud include the 

confidentiality of their information and liability for incidents involving the infrastructure. 

http://www.enisa.europa.eu/act/rm/files/deliverables/cloud-computing-sme-survey/
http://www.enisa.europa.eu/act/rm/files/deliverables/cloud-computing-sme-survey/
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Governments are also interested in the possibility of using cloud computing to reduce IT costs and 

increase capabilities. For example, the US government GSA (General Services Administration) now 

offers a portal for cloud computing services (3). Governments too, have serious hurdles to overcome - 

in terms of public perception of the secure processing of citizenǎΩ personal information in cloud 

computing infrastructures. On top of this, there are also legal and regulatory obstacles which prevent 

many eGovernment applications from moving to cloud. Nevertheless, both governments and SMEs 

face the reality that many of their employees will be using cloud-based services whether or not this is 

part of their official policy.  

For cloud computing to reach the full potential promised by the technology, it must offer solid 

information security. This paper explains, based on concrete scenarios, what cloud computing means 

for network and information security, data protection and privacy. We look at the security benefits of 

cloud computing and its risks. We cover the technical, policy and legal implications. Most importantly, 

we make concrete recommendations on how to address the risks and maximise the benefits. 

Finally, it is important to note that cloud computing can refer to several different service types, 

including Application/Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a 

Service (IaaS). The risks and benefits associated with each model will differ and so will the key 

considerations in contracting for this type of service. The following sections attempt to make the 

distinction when the risks or benefits apply differently to different cloud models. 

TOP RECOMMENDATIONS 

ASSURANCE FOR CLOUD CUSTOMERS 
Cloud customers need assurance that providers are following sound security practices in mitigating the 

risks facing both the customer and the provider (e.g., DDoS attacks). They need this in order to make 

sound business decisions and to maintain or obtain security certifications. An early symptom of this 

need for assurance is that many cloud providers are swamped with requests for audits.  

CƻǊ ǘƘƛǎ ǊŜŀǎƻƴΣ ǿŜ ƘŀǾŜ ŜȄǇǊŜǎǎŜŘ Ƴŀƴȅ ƻŦ ǘƘŜ ǊŜǇƻǊǘΩǎ ǊŜŎƻƳƳŜƴdations as a standard list of 

questions which can be used to provide or obtain assurance.  

Documents based on the check-list should provide a means for customers to: 

1. assess the risk of adopting cloud services; 

2. compare different cloud provider offerings; 

3. obtain assurance from selected cloud providers; 

4. reduce the assurance burden on cloud providers.  

The security check-list covers all aspects of security requirements including legal issues, physical 

security, policy issues and technical issues. 
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LEGAL RECOMMENDATIONS 
Most legal issues involved in cloud computing will currently be resolved during contract evaluation (ie, 

when making comparisons between different providers) or negotiations. The more common case in 

cloud computing will be selecting between different contracts on offer in the market (contract 

evaluation) as opposed to contract negotiations. However, opportunities may exist for prospective 

customers of cloud services to choose providers whose contracts are negotiable 

Unlike traditional Internet services, standard contract clauses may deserve additional review because 

of the nature of cloud computing. The parties to a contract should pay particular attention to their 

rights and obligations related to notifications of breaches in security, data transfers, creation of 

derivative works, change of control, and access to data by law enforcement entities. Because the cloud 

can be used to outsource critical internal infrastructure, and the interruption of that infrastructure 

may have wide ranging effects, the parties should carefully consider whether standard limitations on 

liability adequately represent allocations of liability, given the partiesΩ use of the cloud, or 

responsibilities for infrastructure. 

Until legal precedent and regulations address security concerns specific to cloud computing, customers 

and cloud providers alike should look to the terms of their contract to effectively address security risks.   

LEGAL RECOMMENDATIONS TO THE EUROPEAN COMMISSION  

We recommend that the European Commission study or clarify the following: 

¶ certain issues related to the Data Protection Directive and the recommendations of the 

Article 29 Data Protection Working Party;  

¶ cloud providers obligation to notify their customers of data security breaches; 

¶ how the liability exemptions for intermediaries arising from the eCommerce Directive 

articles 12-15 apply to cloud providers;. 

¶ how best to support the minimum data protection standards and privacy certification 

schemes common across all the member States. 

 

RESEARCH RECOMMENDATIONS 
We recommend priority areas of research in order to improve the security of cloud computing 
technologies. The following are the categories we have considered with a few examples of specific 
areas from the full list:  

BUILDING TRUST IN THE CLOUD  

¶ Effects of different forms of breach reporting on security 
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¶ End-to-end data confidentiality in the cloud and beyond 

¶ Higher assurance clouds, virtual private clouds etc 

DATA PROTECTION IN LARGE SCALE CROSS-ORGANIZATIONAL SYSTEMS 

¶ Forensics and evidence gathering mechanisms. 

¶ Incident handling - monitoring and traceability 

¶ International differences in relevant regulations including data protection and privacy 

LARGE SCALE COMPUTER SYSTEMS ENGINEERING  

¶ Resource isolation mechanisms - data, processing, memory, logs etc 

¶ Interoperability between cloud providers 

¶ Resilience of cloud computing. How can cloud improve resilience? 

TOP SECURITY BENEFITS 

SECURITY AND THE BENEFITS OF SCALE: put simply, all kinds of security measures are cheaper when 

implemented on a larger scale. Therefore the same amount of investment in security buys better 

protection. This includes all kinds of defensive measures such as filtering, patch management, 

hardening of virtual machine instances and hypervisors, etc. Other benefits of scale include: multiple 

locations, edge networks (content delivered or processed closer to its destination), timeliness of 

response, to incidents, threat management. 

 

SECURITY AS A MARKET DIFFERENTIATOR: security is a priority concern for many cloud customers; many 

of them will make buying choices on the basis of the reputation for confidentiality, integrity and 

resilience of, and the security services offered by, a provider. This is a strong driver for cloud providers 

to improve security practices. 

 

STANDARDISED INTERFACES FOR MANAGED SECURITY SERVICES: large cloud providers can offer a 

standardised, open interface to managed security services providers. This creates a more open and 

readily available market for security services. 

 

RAPID, SMART SCALING OF RESOURCES: the ability of the cloud provider to dynamically reallocate 

resources for filtering, traffic shaping, authentication, encryption, etc, to defensive measures (e.g., 

against DDoS attacks) has obvious advantages for resilience. 

 

AUDIT AND EVIDENCE-GATHERING: cloud computing (when using virtualisation) can provide dedicated, 

pay-per-use forensic images of virtual machines which are accessible without taking infrastructure off-
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line, leading to less down-time for forensic analysis. It can also provide more cost-effective storage for 

logs allowing more comprehensive logging without compromising performance.  

 

MORE TIMELY, EFFECTIVE AND EFFICIENT UPDATES AND DEFAULTS: default virtual machine images and 

software modules used by customers can be pre-hardened and updated with the latest patches and 

security settings according to fine-tuned processes; IaaS cloud service APIs also allow snapshots of 

virtual infrastructure to be taken regularly and compared with a baseline. Updates can be rolled out 

many times more rapidly across a homogenous platform than in traditional client-based systems that 

rely on the patching model.  

 

BENEFITS OF RESOURCE CONCENTRATION: Although the concentration of resources undoubtedly has 

disadvantages for security [see Risks], it has the obvious advantage of cheaper physical 

perimiterisation and physical access control (per unit resource) and the easier and cheaper application 

of many security-related processes. 

TOP SECURITY RISKS 

The most important classes of cloud-specific risks identified in this paper are: 

LOSS OF GOVERNANCE: in using cloud infrastructures, the client necessarily cedes control to the Cloud 

Provider (CP) on a number of issues which may affect security. At the same time, SLAs may not offer a 

commitment to provide such services on the part of the cloud provider, thus leaving a gap in security 

defences. 
 

LOCK-IN: there is currently little on offer in the way of tools, procedures or standard data formats or 

services interfaces that could guarantee data, application and service portability. This can make it 

difficult for the customer to migrate from one provider to another or migrate data and services back to 

an in-house IT environment. This introduces a dependency on a particular CP for service provision, 

especially if data portability, as the most fundamental aspect, is not enabled.. 

 

ISOLATION FAILURE: multi-tenancy and shared resources are defining characteristics of cloud 

computing. This risk category covers the failure of mechanisms separating storage, memory, routing 

and even reputation between different tenants (e.g., so-called guest-hopping attacks). However it 

should be considered that attacks on resource isolation mechanisms (e.g.,. against hypervisors) are still 

less numerous and much more difficult for an attacker to put in practice compared to attacks on 

traditional OSs. 
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COMPLIANCE RISKS: investment in achieving certification (e.g., industry standard or regulatory 

requirements) may be put at risk by migration to the cloud: 

¶ if the CP cannot provide evidence of their own compliance with the relevant requirements 

¶ if the CP does not permit audit by the cloud customer (CC). 

In certain cases, it also means that using a public cloud infrastructure implies that certain kinds of 

compliance cannot be achieved (e.g., PCI DSS (4)). 

 

MANAGEMENT INTERFACE COMPROMISE: customer management interfaces of a public cloud provider 

are accessible through the Internet and mediate access to larger sets of resources (than traditional 

hosting providers) and therefore pose an increased risk, especially when combined with remote access 

and web browser vulnerabilities. 

DATA PROTECTION: cloud computing poses several data protection risks for cloud customers and 

providers. In some cases, it may be difficult for the cloud customer (in its role as data controller) to 

effectively check the data handling practices of the cloud provider and thus to be sure that the data is 

handled in a lawful way. This problem is exacerbated in cases of multiple transfers of data, e.g., 

between federated clouds. On the other hand, some cloud providers do provide information on their 

data handling practices. Some also offer certification summaries on their data processing and data 

security activities and the data controls they have in place, e.g., SAS70 certification. 

INSECURE OR INCOMPLETE DATA DELETION: when a request to delete a cloud resource is made, as with 

most operating systems, this may not result in true wiping of the data. Adequate or timely data 

deletion may also be impossible (or undesirable from a customer perspective), either because extra 

copies of data are stored but are not available, or because the disk to be destroyed also stores data 

from other clients. In the case of multiple tenancy and the reuse of hardware resources, this 

represents a higher risk to the customer than with dedicated hardware. 

MALICIOUS INSIDER: while usually less likely, the damage which may be caused by malicious insiders is 

often far greater. Cloud architectures necessitate certain roles which are extremely high-risk. Examples 

include CP system administrators and managed security service providers.  

NB: the risks listed above do not follow a specific order of criticality; they are just ten of the most 

important cloud computing specific risks identified during the assessment. The risks of using cloud 

computing should be compared to the risks of staying with traditional solutions, such as desktop-based 

models. To facilitate this, in the main document we have included estimates of relative risks as 

compared with a typical traditional environment. 

Please note that it is often possible, and in some cases advisable, for the cloud customer to transfer 

risk to the cloud provider; however not all risks can be transferred: If a risk leads to the failure of a 
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business, serious damage to reputation or legal implications, it is hard or impossible for any other 

party to compensate for this damage. Ultimately, you can outsource responsibility but you can't 

outsource accountability. 
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TARGET AUDIENCE 

The intended audiences of this report are: 

¶ business leaders, of SMEs in particular, to facilitate their evaluation and mitigation of the risks 

associated with adopting cloud computing technologies; 

¶ European policymakers, to aid them in deciding on research policy (to develop technologies to 

mitigate risks); 

¶ European policymakers, to assist them in deciding on appropriate policy and economic 

incentives, legislative measures, awareness-raising initiatives, etc, vis-à-vis cloud-computing 

technologies; 

¶ individuals or citizens, to enable them to evaluate the costs and benefits of using the 

consumer version of these applications. 

CLOUD COMPUTING - WORKING DEFINITION  

This is the working definition of cloud computing we are using for the purposes of this study. It is not 

intended as yet another definitive definition. Sources for our definition can be reviewed at (5), (6) and 

(54). 

Cloud computing is an on-demand service model for IT provision, often based on virtualization and 

distributed computing technologies. Cloud computing architectures have: 

¶ highly abstracted resources  

¶ near instant scalability and flexibility  

¶ near instantaneous provisioning  

¶ shared resources (hardware, database, memory, etc)  

¶ Ψservice on ŘŜƳŀƴŘΩΣ ǳǎǳŀƭƭȅ ǿƛǘƘ ŀ ΨǇŀȅ ŀǎ ȅƻǳ ƎƻΩ ōƛƭƭƛƴƎ ǎȅǎǘŜƳ  

¶ programmatic management (e.g., through WS API). 

There are three categories of cloud computing: 

¶ Software as a service (SaaS): is software offered by a third party provider, available on 

demand, usually via the Internet configurable remotely. Examples include online word 

processing and spreadsheet tools, CRM services and web content delivery services (Salesforce 

CRM, Google Docs, etc). 
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¶ Platform as a service (PaaS): allows customers to develop new applications using APIs 

deployed and configurable remotely. The platforms offered include development tools, 

configuration management, and deployment platforms. Examples are Microsoft Azure, Force 

and Google App engine. 

¶ Infrastructure as service (IaaS): provides virtual machines and other abstracted hardware and 

operating systems which may be controlled through a service API. Examples include Amazon 

EC2 and S3, Terremark Enterprise Cloud, Windows Live Skydrive and Rackspace Cloud. 

Clouds may also be divided into: 

¶ public: available publicly - any organisation may subscribe 

¶ private: services built according to cloud computing principles, but accessible only within a 

private network 

¶ partner: cloud services offered by a provider to a limited and well-defined number of parties. 

In general, the commodity, cost, liability and assurance of clouds vary according to the following 

figure: 

 

FIGURE 1: FEATURES OF PUBLIC, PARTNER AND PRIVATE CLOUDS 
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SURVEY OF EXISTING WORK 

In compiling this report, we surveyed existing work on cloud security risks and their mitigation, 

including Security Guidance for Critical Areas of Focus in Cloud Computing (Cloud security Alliance (55)) 

Cloud Cube Model: Selecting Cloud Formations for Secure Collaboration (Jericho Forum (56)) and 

Assessing the Security Risks of Cloud Computing (Gartner (57)) in order to understand where to focus 

its results for maximum added value. 
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1. SECURITY BENEFITS OF CLOUD COMPUTING 
It is hardly necessary to repeat the many rain-forestsΩ ǿƻǊǘƘ of material which has been written on the 

economic, technical and architectural and ecological benefits of cloud computing. However, in the 

direct experience of the members of our expert group, as well as according to recent news from the 

ΨǊŜŀƭ ǿƻǊƭŘΩΣ an examination of the security risks of cloud computing must be balanced by a review of 

its specific security benefits. Cloud computing has significant potential to improve security and 

resilience. What follows is a description of the key ways in which it can contribute. 

SECURITY AND THE BENEFITS OF SCALE 

Put simply, all kinds of security measures are cheaper when implemented on a larger scale. Therefore 

the same amount of investment in security buys better protection. This includes all kinds of defensive 

measures such as filtering, patch management, hardening of virtual machine instances and 

hypervisors, human resources and their management and vetting, hardware and software redundancy, 

strong authentication, efficient role-based access control and federated identity management 

solutions by default, which also improves the network effects of collaboration among various partners 

involved in defense.  Other benefits of scale include: 

¶ Multiple locations: most cloud providers have the economic resources to replicate content in 

multiple locations by default. This increases redundancy and independence from failure and 

provides a level of disaster recovery out-of-the-box. 

¶ Edge networks: storage, processing and delivery closer to the network edge mean service 

reliability and quality is increased overall and local network problems are less likely to have 

global side-effects. 

¶ Improved timeliness of response: larger to incidents:  well-run larger-scale systems, for 

example due to early detection of new malware deployments, can develop more effective and 

efficient  incident response capabilities.  

¶ Threat management: cloud providers can also afford to hire specialists in dealing with specific 

security threats, while smaller companies can only afford a small number of generalists. 

SECURITY AS A MARKET DIFFERENTIATOR 

Security is a priority concern for many cloud customers [see the survey: An SME perspective on Cloud 

Computing] ς customers will make buying choices on the basis of the reputation for confidentiality, 

integrity and resilience, and the security services offered by a provider, more so than in traditional 

environments. This is a strong driver for cloud providers to improve their security practices and 

compete on security. 

http://www.enisa.europa.eu/act/rm/files/deliverables/cloud-computing-sme-survey/
http://www.enisa.europa.eu/act/rm/files/deliverables/cloud-computing-sme-survey/
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STANDARDISED INTERFACES FOR MANAGED SECURITY SERVICES 

Large cloud providers can offer a standardised, open interface to managed security services (MSS) 

providers offering services to all its customers. This potentially creates a more open and readily 

available market for security services where customers can switch providers more easily and with 

lower set-up costs.  

RAPID, SMART SCALING OF RESOURCES 

The list of cloud resources which can be rapidly scaled on demand already includes, e.g., storage, CPU 

time, memory, web service requests and virtual machine instances, and the level of granular control 

over resource consumption is increasing as technologies mature. 

A cloud provider has the potential to dynamically reallocate resources for filtering, traffic shaping, 

encryption, etc, in order to increase support for defensive measures (e.g., against DDoS attacks) when 

an attack is likely or it is taking place. When this ability for dynamic resource reallocation is combined 

with appropriate resource optimisation methods, the cloud provider may be able to limit the effect 

that some attacks could have on the availability of resources that legitimately hosted services use, as 

well as limit the effect of increasing the use of resources by the security defence to combat such 

attacks. Achieving this requires however that the provider implements adequate coordination of 

autonomics for security defence and for resource management and optimisation.  

The ability to dynamically scale defensive resources on demand has obvious advantages for resilience. 

Furthermore, the more all kinds of individual resources can be scaled in a granular way, without scaling 

all of the system resources, the cheaper it is to respond to sudden (non-malicious) peaks in demand. 

AUDIT AND EVIDENCE-GATHERING 

IaaS offerings support on-demand cloning of virtual machines.  In the event of a suspected security 

breach, the customer can take an image of a live virtual machine ς or virtual components thereof ς for 

offline forensic analysis, leading to less down-time for analysis. With storage on tap, multiple clones 

can be created and analysis activities parallelised to reduce investigation time. This improves the ex-

post analysis of security incidents and increases the probability of tracking attackers and patching 

weaknesses. However, it does presume the customer has access to trained forensic experts (which is 

not a standard cloud service as of writing). 

It can also provide more cost-effective storage for logs, thus allowing more comprehensive logging 

without compromising performance. Pay as you go cloud storage brings transparency to your audit 

storage costs and makes adjusting to meet future audit log requirements easier. This makes the 

process of identifying security incidents as they happen more efficient (7).  
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MORE TIMELY AND EFFECTIVE AND EFFICIENT UPDATES AND DEFAULTS 

Virtual machine images and software modules used by customers can be pre-hardened and updated 

with the latest patches and security settings according to fine-tuned processes; moreover, IaaS cloud 

service APIs also allow snapshots of virtual infrastructure to be taken regularly and compared with a 

baseline (e.g., to ensure software firewall rules have not changed) (8). Updates can be rolled out many 

times more rapidly across a homogenous platform than in traditional client-based systems that rely on 

the patching model. Finally in PaaS and SaaS models the applications are more likely to have been 

hardened to run outside the enterprise environment, which makes them likely to be more portable 

and robust than the equivalent enterprise software (where it exists). They are also more likely to be 

regularly updated and patched in a centralized fashion minimizing the window of vulnerability. 

AUDIT AND SLAS FORCE BETTER RISK MANAGEMENT 

The need to quantify penalties for various risk scenarios in SLAs and the possible impact of security 

breaches on reputation (see Security as market differentiator) motivate more rigorous internal audit 

and risk assessment procedures than would otherwise be exist. The frequent audits imposed on CPs 

tend to expose risks which would not otherwise have been discovered, having therefore the same 

positive effect. 

BENEFITS OF RESOURCE CONCENTRATION 

Although the concentration of resources undoubtedly has disadvantages for security (see 
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Risks) it has the obvious advantage of cheaper physical perimiterisation and physical access control 

(per unit resource) and the easier and cheaper application of a comprehensive security policy and 

control over data management, patch management, incident management, and maintenance 

processes. The extent to which those savings are passed on to customers will obviously vary. 
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2. RISK ASSESSMENT  

USE-CASE SCENARIOS  

For the purposes of this risk assessment of cloud computing, we analyzed three use-case scenarios: 

¶ An SME perspective on Cloud Computing 

¶ The Impact of Cloud Computing on service resilience 

¶ Cloud Computing and eGovernment (eHealth).) 

For the sake of brevity we decided to publish the complete version of the SME use-case scenario (see 

ANNEX II) and a summary of the resilience and eHealth scenarios (see ANNEX III). 

This selection was based on the rationale that in Europe the cloud market is foreseen to have a great 

impact on new businesses and start-ups, as well as on the way current business models will evolve. 

Since EU industry is mainly composed by SMEs (99% of companies according to EU sources- (9)) it 

makes sense to focus on SMEs. Nevertheless, we have included several risks and recommendations 

which apply specifically to governments and larger enterprises. 

The SME scenario is based on the results of the survey: An SME perspective on Cloud Computing (see 

here), and it is NOT meant to be a road map for companies considering, planning or running cloud 

computing projects and investments. 

A medium-sized company was used as a use-case to guarantee to the assessment a high enough level 

of IT, legal and business complexity. The aim was to expose all possible information security risks. 

Some of those risks are specific to medium-sized businesses;, others are general risks that micro or 

small enterprises are also likely to face when migrating to a cloud computing approach. 

The scenario was NOT intended to be completely realistic for any single cloud client or provider but all 

elements of the scenario are likely to occur in many organisations in the near future. 

RISK ASSESSMENT PROCESS 

The level of risk is estimated on the basis of the likelihood of an incident scenario, mapped against the 

estimated negative impact. The likelihood of an incident scenario is given by a threat exploiting 

vulnerability with a given likelihood.  

http://www.enisa.europa.eu/act/rm/files/deliverables/cloud-computing-sme-survey/
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The likelihood of each incident scenario and the business impact was determined in consultation with 

the expert group contributing to this report, drawing on their collective experience. In cases where it 

was judged not possible to provide a well founded estimation of the likelihood of an occurrence, the 

value is N/A. In many cases the estimate of likelihood depends heavily on the cloud model or 

architecture under consideration. 

The following shows the risk level as a function of the business impact and likelihood of the incident 

scenario. The resulting risk is measured on a scale of 0 to 8 that can be evaluated against risk 

acceptance criteria. This risk scale could also be mapped to a simple overall risk rating: 

¶ Low risk: 0-2 

¶ Medium Risk: 3-5 

¶ High Risk: 6-8 

 

 Likelihood of 

incident 

scenario 

Very Low 

(Very 

Unlikely) 

Low 

(Unlikely) 

 

Medium 

(Possible) 

High 

(Likely) 

 

Very High 

(Frequent) 

 

 

 

 

Business 

Impact 

Very Low 0 1 2 3 4 

Low 1 2 3 4 5 

Medium 2 3 4 5 6 

High 3 4 5 6 7 

Very High 4 5 6 7 8 

We have based the estimation of risk levels on ISO/IEC 27005:2008 (10). 
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3. RISKS 
The following points should be noted in relation to the descriptions of risk below: 

¶ Risk should always be understood in relation to overall business opportunity and appetite for 

risk ς sometimes risk is compensated by opportunity. 

¶ Cloud services are not only about convenient storage, accessible by multiple devices, but 

include important benefits such as more convenient communication and instant multi-point 

collaboration. Therefore, a comparative analysis needs to compare not only the risks of storing 

data in different places (on premises v the cloud) but also the risks when on premises-data 

stored on premises ς e.g. a spreadsheet - is emailed to other persons for their contributions, 

against the security issues of a spreadsheet stored in the cloud and open to collaboration 

between those persons. Therefore, the risks of using cloud computing should be compared to 

the risks of staying with traditional solutions, such as desktop-based models. 

¶ The level of risk will in many cases vary significantly with the type of cloud architecture being 

considered. 

¶ It is possible for the cloud customer to transfer risk to the cloud provider and the risks should 

be considered against the cost benefit received from the services. However not all risks can be 

transferred: if a risk leads to the failure of a business, serious damage to reputation or legal 

implications, it is hard or impossible for any other party to compensate for this damage. 

¶ The risk analysis in this paper applies to cloud technology. It does not apply to any specific 

cloud computing offering or company. This paper is not meant to replace a project-specific 

organisational risk assessment.  

¶ The level of risks is expressed from the perspective of the cloud customer. Where the cloud 

provider point of view is considered, this is explicitly stated. 

The following table shows the distribution of the risk probabilities and impacts: 



 

Cloud Computing 

 

 

Benefits, risks and recommendations for information security 

24 

 
PROBABILITY 

4 5 6 7 8 

3 4 5 6 7 

2 3 4 5 6 

1 2 3 4 5 

0 1 2 3 4 

IMPACT 
FIGURE 2: RISK DISTRIBUTION 

 
The risks identified in the assessment are classified into three categories: 

¶ policy and organizational 

¶ technical  

¶ legal.  

Each risk is presented in tables which include: 

R.16 

R.27 R.17 

R.32 R.28

R.32 

R.8 B 

R.4 R.34 

R.33 

R.35 

R.12 R.1 

R.13 R.15 A 

R.29 R.21 

R.3 

R.2 

R.22 

0 
R.24 

R.23 

R.20 
R.7 

R.31 

R.8 A 

R.14 R.11 

R.10 R.9 

R.26 
R.15 B 

R.25 

R.19 

R.5 

R.6 

R.18 
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¶ probability level 

¶ impact level 

¶ reference to vulnerabilities 

¶ reference to the affected assets 

¶ level of risk. 

Furthermore, where meaningful, we have added a comparative probability and impact cell to compare 

cloud computing risks and risks in standard IT approaches.  We have not included a comparative risk 

since it is assumed that all the risks selected are higher. 

POLICY AND ORGANIZATIONAL RISKS 

R.1 LOCK-IN 

Probability HIGH Comparative: Higher 

Impact MEDIUM Comparative: Equal 

Vulnerabilities V13. Lack of standard technologies and solutions  

V46. Poor provider selection  

V47. Lack of supplier redundancy 

V31. Lack of completeness and transparency in terms of use 

Affected assets A1. Company reputation  

A5. Personal sensitive data  

A6. Personal data  

A7. Personal data - critical 

A9. Service delivery ς real time services  

A10. Service delivery  

Risk HIGH 

There is currently little on offer in the way of tools, procedures or standard data formats or services 

interfaces that could guarantee data and service portability (although some initiatives do exist, e.g., 

see. (58)). This makes it extremely difficult for a customer to migrate from one provider to another, or 

to migrate data and services to or from an in-house IT environment. Furthermore, cloud providers may 

have an incentive to prevent (directly or indirectly) the portability of their customers services and data. 

This potential dependency for service provision on a particular CP, depending on the CP's 

commitments, may lead to a catastrophic business failure should the cloud provider go bankrupt (see 
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R.5) and the content and application migration path to another provider is too costly (financially or 

time-wise) or insufficient warning is given (no early warning).  

The acquisition of the cloud provider (R.6) can also have a similar effect, since it increases the 

likelihood of sudden changes in provider policy and non-binding agreements such as terms of use 

(ToU). 

It is important to understand that the extent and nature of lock-in varies according to the cloud type: 

 

SaaS Lock-in 

¶ Customer data is typically stored in a custom database schema designed by the SaaS provider. 

Most SaaS providers offer API calls to read (and thereby ΨexportΩ) data records. However, if the 

provider does not offer a readymade data ΨexportΩ routine, the customer will need to develop a 

program to extract their data and write it to file ready for import to another provider. It should 

be noted that there are few formal agreements on the structure of business records (e.g., a 

customer record at one SaaS provider may have different fields than at another provider), 

although there are common underlying file formats for the export and import of data, e.g., 

XML. The new provider can normally help with this work at a negotiated cost. However, if the 

data is to be brought back in-house, the customer will need to write import routines that take 

care of any required data mapping unless the CP offers such a routine. As customers will 

evaluate this aspect before making important migration decisions, it is in the long-term 

business interest of CPs to make data portability as easy, complete and cost-effective as 

possible. 

¶ Application lock-in is the most obvious form of lock-in (although it is not specific to cloud 

services).  SaaS providers typically develop a custom application tailored to the needs of their 

target market.  SaaS customers with a large user-base can incur very high switching costs when 

migrating to another SaaS provider as the end-user experience is impacted (e.g., re-training is 

necessary). Where the customer has developed programs to interact with the providers API 

directly (e.g., for integration with other applications), these will also need to be re-written to 

take into account the new providerΩs API. 

 

PaaS Lock-in 

PaaS lock-in occurs at both the API layer (ie, platform specific API calls) and at the component level. For 

example, the PaaS provider may offer a highly efficient back-end data store. Not only must the 

customer develop code using the custom APIs offered by the provider, but they must also code data 

access routines in a way that is compatible with the back-end data store. This code will not necessarily 

be portable across PaaS providers, even if a seemingly compatible API is offered, as the data access 

model may be different (e.g., relational v hashing). 
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¶ PaaS lock-in at the API layer happens as different providers offer different APIs. 

¶ PaaS lock-in happens at the runtime layer as ΨstandardΩ runtimes are often heavily customised 

to operate safely in a cloud environment. For example, a Java runtime may have ΨdangerousΩ 

calls removed or modified for security reasons. The onus is on the customers' developers to 

understand and take into account these differences. 

¶ PaaS also suffers from data lock-in, in the same way as in SaaS, but in this case the onus is 

completely on the customer to create compatible export routines. 

 

IaaS-Lock-in 

IaaS lock-in varies depending on the specific infrastructure services consumed. For example, a 

customer using cloud storage will not be impacted by non-compatible virtual machine formats. 

¶ IaaS computing providers typically offer hypervisor based virtual machines. Software and VM 

metadata is bundled together for portability ς typically just within the providerΩs cloud. 

Migrating between providers is non-trivial until open standards, such as OVF (11), are adopted. 

¶ IaaS storage provider offerings vary from simplistic key/value based data stores to policy 

enhanced file based stores. Feature sets can vary significantly, hence so do storage semantics. 

However application level dependence on specific policy features (e.g., access controls) may 

limit the ŎǳǎǘƻƳŜǊΩǎ choice of provider. 

¶ Data lock-in is the obvious concern with IaaS storage services. As cloud customers push more 

data to cloud storage, data lock-in increases unless the CP provides for data portability. 

Common to all providers is the possibility of a Ψrun on the banksΩ scenario for a cloud provider. For this 

ǎŎŜƴŀǊƛƻΣ ǎǳǇǇƻǎŜ ǘƘŜǊŜ ƛǎ ŀ ŎǊƛǎƛǎ ƻŦ ŎƻƴŦƛŘŜƴŎŜ ƛƴ ǘƘŜ ŎƭƻǳŘ ǇǊƻǾƛŘŜǊΩǎ ŦƛƴŀƴŎƛŀƭ position, and therefore 

a mass exit and withdrawal of content on a first come, first served basis. Then, in a situation where a 

provider limits the amount of ΩcontentΩ (data and application code) which can be ΨwithdrawnΩ in a given 

timeframe, some customers will never be able to retrieve their data and applications.  

R.2 LOSS OF GOVERNANCE 

Probability VERY HIGH Comparative: Higher 

Impact VERY HIGH  (depends on 

organization)  

(IaaS VERY HIGH, SaaS Low) 

Comparative: Equal 

Vulnerabilities V34. Unclear roles and responsibilities 

V35. Poor enforcement of role definitions 

V21. Synchronizing responsibilities or contractual obligations external to 

cloud 
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V23. SLA clauses with conflicting promises to different stakeholders 

V25. Audit or certification not available to customers 

V22. Cross-cloud applications creating hidden dependency  

V13. Lack of standard technologies and solutions   

V29.  Storage of data in multiple jurisdictions and lack of transparency 

about THIS  

V14. No source escrow agreement 

V16. No control on vulnerability assessment process 

V26. Certification schemes not adapted to cloud infrastructures 

V30. Lack of information on jurisdictions 

V31. Lack of completeness and transparency in terms of use 

V44. Unclear asset ownership 

Affected assets A1. Company reputation 

A2. Customer trust 

A3. Employee loyalty and experience    

A5. Personal sensitive data  

A6. Personal data  

A7. Personal data - critical 

A9. Service delivery ς real time services  

A10. Service delivery  

Risk HIGH 

In using cloud infrastructures, the client necessarily cedes control to the CP on a number of issues 
which may affect security. For example ToUs may prohibit port scans, vulnerability assessment and 
penetration testing. Moreover, there may be conflicts between customer hardening procedures and 
the cloud environment (see R 20). On the other hand, SLAs may not offer a commitment to provide 
such services on the part of the cloud provider, thus leaving a gap in security defenses.  
Moreover the cloud provider may outsource or sub-contract services to third-parties (unknown 
providers) which may not offer the same guarantees (such as to provide the service in a lawful way) as 
issued by the cloud provider. Or the control of the cloud provider changes, so the terms and conditions 
of their services may also change. 
 
The loss of governance and control could have a potentially ǎŜǾŜǊŜ ƛƳǇŀŎǘ ƻƴ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ 

strategy and therefore on the capacity to meet its mission and goals. The loss of control and 

governance could lead to the impossibility of complying with the security requirements, a lack of 

confidentiality, integrity and availability of data, and a deterioration of performance and quality of 

service, not to mention the introduction of compliance challenges (see R.3). 
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R.3 COMPLIANCE CHALLENGES 

Probability VERY HIGH ς depends on PCI, SOX  Comparative: Higher 

Impact HIGH Comparative: Equal 

Vulnerabilities V25. Audit or certification not available to customers 

V13. Lack of standard technologies and solutions,   

V29.  Storage of data in multiple jurisdictions and lack of transparency 

about THIS  

V26. Certification schemes not adapted to cloud infrastructures 

V30. Lack of information on jurisdictions 

V31. Lack of completeness and transparency in terms of use 

Affected assets A20. Certification 

Risk HIGH 

Certain organisations migrating to the cloud have made considerable investments in achieving 

certification either for competitive advantage or to meet industry standards or regulatory 

requirements (e.g., PCI DSS). This investment may be put at risk by a migration to the cloud: 

¶ if the CP cannot provide evidence of their own compliance to the relevant requirements; 

¶ if the CP does not permit audit by the CC. 

In certain cases, it also means that using a public cloud infrastructure implies that certain kinds of 

compliance cannot be achieved and hence cloud hosted services cannot be used for services that need 

them. For example, EC2 says customers would be hard-pressed to achieve PCI compliance on their 

platform. So EC2 hosted services cannot be used to handle credit card transactions. 

R.4 LOSS OF BUSINESS REPUTATION DUE TO CO-TENANT ACTIVITIES 

Probability LOW 

Impact HIGH 

Vulnerabilities V6. Lack of resource isolation 

V7. Lack of reputational isolation 
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V5. HYPERVISOR VULNERABILITIES 

Affected assets A1. Company reputation  

A5. Personal sensitive data  

A6. Personal data  

A7. Personal data - critical 

A9. Service delivery ς real time services  

A10. Service delivery  

Risk MEDIUM 

Resource sharing means that malicious activities carried out by one tenant may affect the reputation 

of another tenant. For example, spamming, port scanning or the serving of malicious content from 

cloud infrastructure can lead to: 

¶ a range of IP addresses being blocked, including the attacker and other innocent tenants of an 

infrastructure;  

¶ confiscation of resources due to neighbour activities (neighbour subpoenaed). 

The impact can be deterioration in service delivery and data loss, as well as problems for the 

organizationΩǎ reputation. 

R.5 CLOUD SERVICE TERMINATION OR FAILURE  

Probability N/A 

Impact VERY HIGH Comparative: Higher 

Vulnerabilities V46. Poor provider selection 

V47. Lack of supplier redundancy 

V31. Lack of completeness and transparency in terms of use 

Affected assets A1. Company reputation 

A2. Customer trust 

A3. Employee loyalty and experience    

A9. Service delivery ς real time services  

A10. Service delivery  

Risk MEDIUM 

As in any new IT market, competitive pressure, an inadequate business strategy, lack of financial 

support, etc, could lead some providers to go out of business or at least to force them to restructure 

their service portfolio offering. In other words, it is possible that in the short or medium term some 

cloud computing services could be terminated. 
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The impact of this threat for the cloud customer is easily understandable, since it could lead to a loss 

or deterioration of service delivery performance, and quality of service, as well as a loss of investment. 

Furthermore, failures in the services outsourced to the CP may have a significant impact on the cloud 

customerΩǎ ability to meet its duties and obligations to its own customers. The customer of the cloud 

provider may thus be exposed to contractual and tortuous liability to its customers based on its 

ǇǊƻǾƛŘŜǊΩǎ negligence. Failures by the cloud provider may also result in liability by the customer to its 

employees. 

R.6 CLOUD PROVIDER ACQUISITION  

Probability N/A 

Impact MEDIUM Comparative: Higher 

Vulnerabilities V31. Lack of completeness and transparency in terms of use 

Affected assets A1. Company reputation  

A2. Customer trust 

A3. Employee loyalty and experience  

A4. Intellectual property   

A5. Personal sensitive data  

A6. Personal data  

A7. Personal data - critical 

A8. HR data 

A9. Service delivery ς real time services  

A10. Service delivery  

Risk MEDIUM 

Acquisition of the cloud provider could increase the likelihood of a strategic shift and may put non-

binding agreements at risk (e.g., software interfaces, security investments, non-contractual security 

controls). This could make it impossible to comply with the security requirements. The final impact 

could be damaging for crucial assets such as: the organizationΩǎ reputation, customer or patient trust, 

and employee loyalty and experience. 
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R.7 SUPPLY CHAIN FAILURE  

Probability LOW Comparative: Higher 

Impact MEDIUM Comparative: Higher 

Vulnerabilities V31. Lack of completeness and transparency in terms of use  

V22. Cross-cloud applications creating hidden dependency 

V46.  Poor provider selection 

V47. Lack of supplier redundancy 

Affected assets A1. Company reputation  

A2. Customer trust 

A5. Personal sensitive data  

A6. Personal data  

A7. Personal data - critical 

A9. Service delivery ς real time services  

A10. Service delivery  

Risk LOW 

A cloud computing provider can outsource certain specialised tasks of its ΨproductionΩ chain to third 

parties. In such a situation the level of security of the cloud provider may depend on the level of 

security of each one of the links and the level of dependency of the cloud provider on the third party. 

Any interruption or corruption in the chain or a lack of coordination of responsibilities between all the 

parties involved can lead to: unavailability of services, loss of data confidentiality, integrity and 

availability, economic and reputational losses due to failure to meet customer demand, violation of 

SLA, cascading service failure, etc.  

An important example here is where a critical dependency exists on a third party single-sign-on or 

ƛŘŜƴǘƛǘȅ ƳŀƴŀƎŜƳŜƴǘ ǎŜǊǾƛŎŜΦ Lƴ ǘƘƛǎ ŎŀǎŜΣ ŀƴ ƛƴǘŜǊǊǳǇǘƛƻƴ ƻŦ ǘƘŜ ǘƘƛǊŘ ǇŀǊǘȅ ǎŜǊǾƛŎŜ ƻǊ ƻŦ ǘƘŜ /tΩǎ 

connection to the service or a weakness in their security procedures may compromise the availability 

or confidentiality of a cloud customer or indeed the entire cloud offering. 

In general, a lack of transparency in the contract can be a problem for the whole system. If a provider 

does not declare which core IT services are outsourced - it is not realistic that providers should list the 

contractors since these may change frequently - the customer is not in a position to properly evaluate 

the risk he is facing. This lack of transparency could decrease the level of trust in the provider. 
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TECHNICAL RISKS  

R.8 RESOURCE EXHAUSTION (UNDER OR OVER PROVISIONING) 

Probability A. Inability to provide additional 

capacity to a customer: 

MEDIUM 

Comparative: N/A 

 B. Inability to provide current 

agreed capacity level:  LOW 

Comparative: Higher 

Impact A. Inability to provide additional 

capacity to a customer: 

LOW/MEDIUM (e.g., at Christmas) 

Comparative: N/A 

B. Inability to provide current 

agreed capacity level: HIGH 

Comparative: Same 

Vulnerabilities V15. Inaccurate modelling of resource usage  

V27. Inadequate resource provisioning and investments in infrastructure 

V28. No policies for resource capping  

V47. Lack of supplier redundancy  

Affected assets A1. Company reputation  

A2. Customer trust 

A10. Service delivery  

A11. Access control / authentication / authorization (root/admin v 

others) 

Risk MEDIUM 

Cloud services are on-demand services [see Cloud computing - working definition]. Therefore there is a 

level of calculated risk in allocating all the resources of a cloud service, because resources are allocated 

according to statistical projections. Inaccurate modelling of resources usage - common resources 

allocation algorithms are vulnerable to distortions of fairness - or inadequate resource provisioning 

and inadequate investments in infrastructure can lead, from the CP perspective, to: 

¶ Service unavailability: failure in certain highly specific application scenarios which use a 

particular resource very intensively (ie, CPU/Memory intensive number crunching or 

simulation (eg. forecasting stock prices;  
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¶ Access control compromised: in some cases it may be possible to force a system to Ψfail openΩ 

in the event of resource exhaustion. [Ref: CWE-400: Uncontrolled Resource Consumption -

Resource Exhaustion (12)]; 

¶ Economic and reputational losses: due to failure to meet customer demand.  

¶ The opposite consequences of inaccurate estimation of resource needs could lead to: 

¶ Infrastructure oversize: excessive provisioning leading to economic losses and loss of 

profitability. 

From the cloud customer perspective, a poor provider selection and lack of supplier redundancy could 

lead to: 

¶ Service unavailability: failure in the delivery (or degrading performance) of services both in real 

time and not in real time;  

¶ Access control system compromised: put the confidentiality and Integrity of data at risk; 

¶ Economic and reputational losses: due to failure to meet customer demand, violation of SLA, 

cascading service failure, etc.  

Note: this risk could be also a consequence of a DDoS attack (see R. 15) and of misbehaving 

ŀǇǇƭƛŎŀǘƛƻƴǎ ŘǳŜ ǘƻ ǇƻƻǊ ŀǇǇƭƛŎŀǘƛƻƴ ŎƻƳǇŀǊǘƳŜƴǘŀƭƛȊŀǘƛƻƴ ƛƴ ǎƻƳŜ ŎƭƻǳŘ ǇǊƻǾƛŘŜǊǎΩ ǎȅǎǘŜƳǎΦ 

R.9 ISOLATION FAILURE 

Probability LOW (Private Cloud)  

MEDIUM (Public Cloud) 

Comparative: Higher 

Impact VERY HIGH Comparative: Higher 

Vulnerabilities V5. Hypervisor vulnerabilities 

V6. Lack of resource isolation  

V7. Lack of reputational isolation  

V17. Possibility that internal (cloud) network probing will occur 

V18. Possibility that co-residence checks will be performed     

Affected assets A1. Company reputation  

A2. Customer trust 

A5. Personal sensitive data  

A6. Personal data  

A7. Personal data - critical 

A9. Service delivery ς real time services  

A10. Service delivery  

Risk HIGH 










































































































































































